
A day in the life of an 
“Energized” SOC Team



How our tools comes together 
for efficient Cyber Security



Overall Objectives
Use SIEM and SOAR technologies to maximize efficiency, improve SLAs, reduce manpower and save money

They help prevent costly security 
breaches, improve operational 

efficiency, ensure compliance, and 
protect the organization’s reputation..

Proactively hunt for 
(and mitigate) cyber 

threats

SOC team members actively identify 
vulnerabilities and counteract cyber 

risk.

Provides real-time analysis of 

security alerts and logs 

generated by applications and 

network hardware.

Use Energy SIEM to 
correlate logs and 

events

Consolidates data for 
efficient threat visibility

Automation enables rapid and 

accurate threat response.

SOAR automates  and orchestrating 

responses to security events, making it 

easier to manage and remediate threats..

Automate response 
with SOAR-defined 

playbooks

Improving operational efficiency and 
ensuring compliance to protect the 
organization’s reputation, is a core 

responsibility

While the initial investment may be 

substantial, the long-term savings and 

benefits typically justify the expenditure.

Ensure compliance 
with regulatory 

frameworks



Starting the day
Morning Routine START

8:00 AM
NEW ALERTS

Review overnight 
alerts and incidents

Understand the threats identified during non-

business hours

Focus on High-risk alerts first to ensure efficient 

resource allocation

Using Energy Empowered AI to identify anomalies  

Visualize and prioritize evolving risks

9:00 AM
MISP Events

Analyze threat 
intelligence feeds

Analyze feeds for emerging risks and incorporate 

intelligence to preempt potential threats. Query 

MISP and bring events into Energy SOAR: 

https://energysoar.com/many-faces-of-energy-soar-

and-misp-integration/ 

https://energysoar.com/many-faces-of-energy-soar-and-misp-integration/
https://energysoar.com/many-faces-of-energy-soar-and-misp-integration/


Energy Empowered AI detects rare 
words, numbers and vectors
Using Energy Empowered AI to catch anomalies in the network



Energy Empowered AI detects rare 
words, numbers and vectors

A rare word occurs in the logs

Example steps:
• SQL/XSS Injection detected by AI
• Attack fingerprint created by SOC team
• Playbook in SOAR created/updated for 

that attack
• Evaluate the scope of attack



Reviewing Incidents and Threats
SOAR and MISP Integration



Reviewing Incidents and Threats
SOAR Workflow to Search DNS and Mail Server Logs



Reviewing Incidents and Threats
Run MISP Analyzer from within SOAR



Reviewing Incidents and Threats
Energy SOAR displays the highest priority cases overnight



Reviewing Incidents and Threats
MITRE ATT&CK top tactics and techniques 



10:00 AM
UEBA 

User Entity Behavior Analysis

Use Energy SIEM’s User Entity Behavior Analysis (UEBA) 

to uncover irregular user and entity activities – Utilizing 

AI built user and entity profiles 

Investigate advanced and chained alerts. Correlate data 

across endpoints, network, vulnerability databases, and 

Cloud to identify complex threat indicators and gain 

actionable insights. https://energysoar.com/energy-soar-

for-vulnerability-management/ 

11:00 AM
IDENTIFY PATTERNS

Privilege Escalation

Identify patterns of lateral movement, data 

exfiltration, privilege escalation and other strategies 

used by attackers to deepen access.

Pro-active Threat Hunting

https://energysoar.com/energy-soar-for-vulnerability-management/
https://energysoar.com/energy-soar-for-vulnerability-management/


Pro-active Threat Hunting
Energy SIEM UEBA Dashboard showing internal behaviour analysis 



Pro-active Threat hunting 
Hover over Actions to inspect



Data Exfiltration example: https://energysoar.com/netflow-alert-enrichment/ 

Pro-active Threat Hunting

https://energysoar.com/netflow-alert-enrichment/


Pro-active Threat Hunting
Energy SOAR contains task lists

Use SOAR workflows to build automation



Vulnerability Checking https://energysoar.com/energy-soar-for-vulnerability-management/ 

Pro-active Threat Hunting

https://energysoar.com/energy-soar-for-vulnerability-management/


Instigate Patching, Run Remediation Scan, then Update External Helpdesk Ticket

Pro-active Threat Hunting



12:00 PM
SOAR 

Monitor SOAR Triggers

Monitor SOAR-triggered actions (e.g. quarantine, 

block) to ensure they are effective and accurate. 

Analyze suspicious network traffic and email 

attachments for security evaluations.

https://energysoar.com/observables/ 

Refine SOAR playbooks to improve accuracy and 

optimize workflows for handling new threats

2:00 PM
NEW IOCs AND RULES

Continuous Improvement
Add new IOCs and rules for emerging threats. Keep 

detection parameters up-to-date.

Leverage Automation

LUNCH

https://energysoar.com/observables/


Leveraging Automation as much 
as possible

Energy SOAR contains 400+ workflow examples
SOC team to enable and refine as necessary

Revise SOAR Playbooks

Energy SOAR workflows and trigger actions



3:00 PM (and all day)
INCIDENT RESPONSE 

Do this all day !
Take immediate action on critical incidents. Perform 

root cause analysis and forensics to investigate the 

origins and details of attacks

Collaborate with IT teams for remediation – work 

together to fix vulnerabilities and restore systems

4:00 PM
NOTIFY STAKEHOLDERS

Incident Reporting
Keep all relevant parties informed of the situation. 

Using Energy SIEM and SOAR effectively will ensure 

the 5min SLA of MTTD and MTTR is attained.

All Day Incident Response



Incident Response
Energy SOAR Enriches the Alert

SOAR automatically enriches the alert with additional data:

• Historical Log Analysis: Examining past logs and events associated with the IP address to 
gain historical context.

• Reputation Database Checks: Checking the perpetrator’s IP address in public and private 
IP reputation databases

• Geolocation Correlation: Associating the IP address with geolocation of the attack source.

Threat Classification and Assessment: 

• Connection Attempt Frequency: How frequently they tried to establish a connection, 
indicating an automated attack.

• Targeted Services: Which services or ports were targeted by the attack, suggesting 
motives and objectives of the attacker.



Incident Response



Incident Response



Incident Response
Energy SOAR analyses alerts objects and if suspicious blocks the IP

Energy SOAR Automated actions to minimize potential damage:

• Firewall Rule Application: Implementing firewall rules that restrict access for the identified IP address.
• Security Team Notifications: Informing the security team through automated email or SMS notifications.
• Ongoing Monitoring: For lower-level threats, SOAR can continue to monitor the IP activity and collect more data 

before deciding on an intervention.



END

6:00 PM
REPORTING & OPTIMIZING

Review Performance
Share lessons learned with the SOC team, document for 

the next shift.

Generate incident summary reports and review SOAR 

playbook performance – update risk matrices and refine 

detection rules

Generate compliance and incident summary reports 

for stakeholders and audit purposes

Evening Routine 

7:00 PM
COMPLIANCE

Generate Daily Reports



Incident Reporting
Energy SOAR Case summaries



Incident Reporting
Energy SOAR Case summaries



Case Summary and ROI
Energy SOAR SLAs and ROI



Incident Reporting
Energy SOAR built-in case report card



SIEM Compliance Report examples
Energy SIEM Compliance at a glance

Built-in Reports:
• PCI-DSS, NIST 800-53, ISO27001, GDPR, HIPAA, SOX, CMMC, FISMA, SOC2
• Local/Industry specific customized: Australian Privacy Act, Singapore PDPA etc 



BENEFITS
Key advantages using Energy SIEM and SOAR in your SOC

Simplified Management: Consolidate multiple 
security tools into a single, security platform.
User-Friendly Interfaces: Intuitive interfaces and 
dashboards for your security team to navigate 
and operate the system effectively.

Reduced Complexity

Real-time Monitoring: identifying suspicious 
behavior and potential threats instantly.
Automated Response: significantly reducing the 
time between detection and mitigation.

Comprehensive Threat Detection and Response

Pay for what you need. As your business grows, 
the services can scale accordingly without 
requiring significant upfront investments.

Scalable Solutions:

Threat Intelligence Integration: Integrate global threat 
intelligence feeds to stay ahead of emerging threats.
Continuous Improvement: Regular updates and 
improvements to the service ensure your defenses evolve 
with the threat landscape.

Proactive Threat Hunting

Centralized Management: Unified view of your security 
landscape, making it easier to manage and respond to 
incidents.
Advanced Analytics:  Analyze large volumes of data, 
improving threat detection accuracy and reducing false 
positives.

Enhanced Security Posture

Access to Experts: Benefit from the expertise of seasoned 
cybersecurity professionals who continuously monitor and 
fine-tune the systems.

Expertise and Support



Success
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